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tect solution that delivers definite business values.
BASIC CONCEPT OF ORGANIZATIONAL READINESS
Change can be challenging; it brings out the fear of having to deal with
uncertainties. This is the FUD syndrome: Fear, Uncertainty, and
Doubt.
Employees understand and get used to their roles and responsibility and are
able to leverage their strength.
It is a common, observable human behavior that people tend to become
comfortable in an unchanging and stable environment, and will become uncomfortable and excited when any change occurs, regardless the level and intensity of
the change.
A survey done by Forrester in June 2009 suggested that large enterprises are
going to gravitate toward private clouds. The three reasons most often advanced for this are:
1. Protect Existing Investment: By building a private cloud to leverage
existing infrastructure.
2. Manage Security Risk: Placing private cloud computing inside the
company reduces some of the fear (e.g., data integrity and privacy issues)
usually associated with public cloud.

A Case Study: Waiting in Line for a Special Concert Ticket
It is a Saturday morning in the winter, the temperature is 212○C outside, and
you have been waiting in line outside the arena since 5:00 AM this morning for
concert tickets to see a performance by Supertramp. What is your reaction?
What should you do now without the tickets? Do you need to change the
plan? Your reaction would most likely be something like this:
● Denial. You are in total disbelief, and the first thing you do is to reject the
fact that the concert has been sold out.
● Anger. You probably want to blame the weather; you could have come
here 10 minutes earlier.
● Bargaining. You try to convince the clerk to check again for any available
seats.
● Depression. You are very disappointed and do not know what to do next.
● Acceptance. Finally accepting the inevitable fate, you go to plan B if you
have one.
The five-stage process illustrated above was originally proposed by Dr. Elizabeth
Ku¨ bler-Ross to deal with catastrophic news. There are times in which people
receive news that can seem catastrophic; for example; company merger, rightsizing, and so on.
What Do People Fear?
Let’s look at this from a different perspective and try to listen to and
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understand what people are saying when they first encounter change.
“That is not the way we do things here; or it is different

in here... .”

People are afraid of change because they feel far more comfortable and safe by
not going outside their comfort zone, by not rocking the boat and staying in the
unchanged state.
“It is too risky.. .”

People are also afraid of losing their position, power, benefits, or even their jobs
in some instances. It is natural for people to try to defend and protect their
work and practice.
The more common concerns are related to cloud computing, and some of
them are truly legitimate and require further study, including:
●
●
●
●
●

Security and privacy protection
Loss of control (i.e., paradigm shift)
New model of vendor relationship management
More stringent contract negotiation and service-level agreement (SLA)
Availability of an executable exit strategy

DRIVERS FOR CHANGES: A FRAMEWORK TO COMPREHEND THE
COMPETITIVE ENVIRONMENT
The Framework. The five driving factors for change encapsulated by the
framework are:
●
●
●
●
●

Economic (global and local, external and internal)
Legal, political, and regulatory compliance
Environmental (industry structure and trends)
Technology developments and innovation
Sociocultural (markets and customers)

The five driving factors for change is an approach to investigate, analyze,
and forecast the emerging trends of a plausible future, by studying and
understanding the five categories of drivers for change. The results will help
the business to make better decisions, and it will also help shape the short- and
long-term strategies of that business.
Every organization’s decisions are influenced by particular key factors, some
of them are within the organization’s control, such as (a) internal financial
weakness and strength and (b) technology development and innovation,
and therefore the organization has more control. The others, such as legal
compliance issues, competitor capabilities, and strategies, are all external
factors over which the organization has little or no control. In a business
setting, it helps us to visualize and familiarize ourselves with future
possibilities (opportunities and threats).
Economic (Global and Local, External and
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Following are sample questions that could help to provoke further discussion:
● What is the current economic situation?
● What will the economy looks lik in 1 year, 2 years, 3 years, 5 years, and so on?
● What are some of the factors that will influence the future economic
outlook?
● Is capital easy to access?
● How does this technology transcend the existing business model?
● Buy vs. build? Which is the right way?
● What is the total cost of ownership (TCO)?
Legal, Political, and Regulatory Compliance
This section deals with issues of transparency, compliance, and conformity. The
objective is to be a good corporate citizen and industry leader and to avoid the
potential cost of legal threats from external factors.
The following are sample questions that could help to provoke further
discussion:
● What are the regulatory compliance requirements?
● What is the implication of noncompliance?
● What are the global geopolitical issues?
Environmental (Industry Structure and Trends)
Environmental factors usually deal with the quality of the natural environment,
human health, and safety. The following are sample questions that could help
to provoke further discussion:
● What is the implication of global warming concern?
● Is a green data center over-hyped?
● How can IT initiatives help and support organizational initiatives to
reduce carbonfootprint?
● Can organizations and corporations leverage information technology,
including cloud computing to pursue sustainable development?
Technology Developments and Innovation
Scientific discoveries are seen to be key drivers of economic growth; leading
economists have identified technological innovations as the single most
important contributing factor in sustained economic growth.
The following are sample questions that could help to provoke further
discussion:

● When will the IT industry standards be finalized? By who? Institute of
Electrical and Electronics Engineers (IEEE)?
● Who is involved in the standardization process?
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● Who is the leader in cloud computing technology?
● What about virtualization of application—operating system (platform)
pair (i.e., write once, run anywhere)?
● How does this emerging technology (cloud computing) open up new areas
for innovation?
● How can an application be built once so it can configure dynamically
in real time to operate most effectively, based on the situational constraint
(e.g., out in the cloud somewhere, you might have bandwidth constraint to
transfer needed data)?
● What is the guarantee from X Service Providers (XSP) that the existing
applications will still be compatible with the future infrastructure (IaaS)?
Will the data still be executed correctly?

Sociocultural (Markets and Customers)
Societal factors usually deal with the intimate understanding of the human side
of changes and with the quality of life in general. A case in point: The companies
that make up the U.S. defense industry have seen more than 50% of their market
disappear.
The following are sample questions that could help to provoke further
discussion:
●
●
●
●
●
●
●

What are the shifting societal expectations and trends?
What are the shifting demographic trends?
How does this technology change the user experience?
Is the customer the king?
Buy vs. build? Which is the right way?
How does cloud computing change the world?
Is cloud computing over-hyped?

Creating a Winning Environment
At the cultural level of an organization, change too often requires a lot of
planning and resource. In order to overcome this, executives must articulate
a new vision and must communicate aggressively and extensively to make
sure that every employee understands :
1. The new direction of the firm (where we want to go today)
2. The urgency of the change needed
3. What the risks are to
a. Maintain status quote
b. Making the change
4. What the new role of the employee will be
5. What the potential rewards are
● Build a business savvy IT organization.
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● Are software and hardware infrastructure an unnecessary burden?
● What kind of things does IT do that matter most to business?
● Would the IT professional be better off focusing on highly valued
product issues?
● Cultivate an IT savvy business organization.
● Do users require new skill and expertise?
One of the important value propositions of cloud computing should be to
explain to the decision maker and the users the benefits of:
● Buy and not build
● No need for a large amount of up-front capital investment
● Opportunity to relieve your smartest people from costly data-center
operational activities; and switch to focus on value-added activities
● Keep integration (technologies) simple
COMMON CHANGE MANAGEMENT MODELS
There are many different change management approaches and models, and we
will discuss two of the more common models and one proposed working model
(CROPS) here; the Lewin’s Change Management Model, the Deming Cycle (Plan,
Do, Study, Act) and the proposed CROPS Change Management Framework.
Lewin’s Change Management Model
Kurt Lewin, a psychologist by training, created this change model in the 1950s.
Lewin observed that there are three stages of change, which are: Unfreeze,
Transition, and Refreeze. It is recognized that people tend to become complacent or comfortable in this “freeze” or “unchanging/stable” environment, and
they wish to remain in this “safe/comfort” zone. Any disturbance/disruption to
this unchanging state will cause pain and become uncomfortable.
The transition phase is when the change (plan) is executed and actual change
is being implemented. Since these “activities” take time to be completed, the
process and organizational structure may also need to change, specific jobs may
also change. The most resistance to change may be experienced during this
transition period. This is when leadership is critical for the change process to
succeed, and motivational factors are paramount to project success.
The last phase is Refreeze; this is the stage when the organization once again
becomes unchanging/frozen until the next time a change is initiated.

UNFREEZE
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Deming Cycle (Plan, Do, Study,

Act)

The Deming cycle is also known as the PDCA cycle; it is a continuous
improvement (CI) model comprised of four sequential subprocesses; Plan,
Do, Check, and Act.
Edward Deming proposed in the 1950s that business processes and systems
should be monitored, measured, and analyzed continuously to identify variations and substandard products and services, so that corrective actions can be
taken to improve on the quality of the products or services delivered to the
customers.
● PLAN: Recognize an opportunity and plan achange.
● DO:
Execute the plan in a small scale to prove the concept.
● CHECK: Evaluate the performance of the change and report the results
to sponsor.
● ACT:
Decide on accepting the change and standardizing it as part of
the process.
Incorporate what has been learned from the previous steps to plan new
improvements, and begin a new cycle.
Deming’s PDCA cycle is illustrated in Fig 5.1.1: Deming’s PDCA cycle.

Study the result; redesign
systems to reflect learning –
change standards and
regulations where
necessary; communicate it
broadly; retrain …

Understand the gap between
residents’ expectations and what
is being delivered; set priorities
for closing gaps; develop
an action plan to
close the gaps
ACT

PLAN
BETTER
ENVIRONMENT
FOR CITIES

CHECK

DO

Observe the effects of the
change and test – analyze data
and pinpoint problems …

Implement changes;
collect data to determine
if gaps are closing …

FIGURE 5.1.1. Deming’s PDCA cycle.
Source: http://www.gdrc.org/uem/iso14001/pdca-cycle.gif.

jntuworldupdates.org

Specworld.in

Smartzworld.com

Smartworld.asia

A Proposed
Working
Management Framework

Model:

CROPS

Change

For many organizations, change management focuses on the project manage- ment aspects
of change. There are a good number of vendors offering products that are intended to help
organizations manage projects and project changes, including the Project Portfolio
Management Systems (PPMS). PPMS groups projects so they can be managed as a
portfolio, much as an investor would manage his/her stock investment portfolio to reduce
risks.
Culture. Corporate culture is a reflection of organizational (management and employees)
values and belief. Edgar Schein, one of the most prominent theorists of organizational
culture, gave the following very general definition [9, 10]:
The culture of a group can now be defined as: A pattern of shared basic assumptions that the
group learned as it solved its problems of external adapta- tion and internal integration, that
has worked well enough to be considered valid and, therefore, to be taught to new members as
the correct way to perceive, think, and feel in relation to those problems.
Elements of organizational culture may include:

●
●
●
●

Stated values and belief
Expectations for member behavior
Customs and rituals
Stories and myths about the history of the organization

Processes

Organization
and Structures

Rewards and
Management
Systems

Skills and
Competencies

Culture

FIGURE 5.1.2. CROPS framework.

● Norms—the feelings evoked by the way members interact with each other, with
outsiders, and with their environment
● Metaphors and symbols—found embodied in other cultural elements
Rewards and Management System. This management system focuses on how
employees are trained to ensure that they have the right skills and tools to do the job right.
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Organization and Structures. How the organization is structured is largely influenced
by what the jobs are and how the jobs are performed. The design of the business processes
govern what the jobs are, and when and where they get done.

Process. Thomas Davenport defined a business process or business method as a
collection of related, structured activities or tasks that produce a specific service or
product (serve a particular goal) for a particular customer or customers.
Hammer and Champy’s definition can be considered as a subset of Davenport’s. They
define a process as “a collection of activities that takes one or more kinds of input and
creates an output that is of value to the customer.”
Skills and Competencies. Specialized skills that become part of the organizational core competency enable innovation and create a competitive edge.
Organizations that invest in research and development which emphasize
investing in people’s training and well-being will shape a winning strategy.
The CROPS model is illustrated in Figure 5.1.2.

CHANGE MANAGEMENT MATURITY MODEL (CMMM)
A Change Management Maturity Model (CMMM) helps organizations to (a)
analyze, understand, and visualize the strength and weakness of the firm’s
change management process and (b) identify opportunities for improvement
and building competitiveness. The model should be simple enough to use and
flexible to adapt to different situations. The working model in Table 5.1.1 is
based on CMM (Capability Maturity Model), originally developed by American Software Engineering Institute (SEI) in cooperation with Mitre Corporation. CMM is a model of process maturity for software development, but it has
since been adapted to different domains. The CMM model describes a five-level
process maturity continuum, depicted in Table 5.1.1.
How does CMMM help organizations to adopt new technology, including
cloud computing, successfully? The business value of CMMM can be expressed
in terms of improvements in business efficiency and effectiveness. All organizational investments are business investments, including IT investments. The
resulting benefits should be measured in terms of business returns. Therefore,
CMMM value can be articulated as the ratio of business performance to CMMM
investment; for example
ROITðCMMMÞ 5

Estimated total business performance improvement
Total CMMM investmentð TCOÞ

whereas
● ROIT: Observed business value or total return on investment from IT
initiative (CMMM)
● Business performance improvement
● Reduce error rate
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TABLE 5.1.1. A Working Model: Change Management Maturity Model (CMMM)
Description

CROPS
Practice

Characteristics of Organization

Path to Next Higher Level

Key Results and Benefits (or, the
Lack There of)

Level 5

Optimized

P 1 R

AT this level of process maturity,
the focus is on improving process
performance.

Operational excellence/organizational competency
Change management as part of the
core competency.
Culturally, employee accepts that
change is constant and in a rapid
rate.

Achieve strategic/operational excellence.
Extensive training exists at all level
of organization.

Better business and IT strategic
alignment.
Enabling
innovation.
Create competitiveness.

Level 4

Managed

CROPS

Adopted specific change management methodology and process.
Centralized and standardized
change management control and
tracking to manage risks and sustain quality of products and
services.

Organization and
management
can find ways to change, evolve,
and adapt the process to particular
project needs; with minimal or no
impact to quality of products or
services being delivered as measured against SLA.

Continuous process improvement.
Effective business and IT strategic
alignment.

Achieve higher level of quality.
Higher degree of customer/user
satisfaction.
Reduce
costs.
Higher profitability.
Increase revenue and market
share.

Level 3

Defined

CROPS

Standardizing change management processes and practices.

Processes at this level are defined
and documented.
Some process improvement projects initiate overtime.

Level 2

Repeatable

COPS

Accept the importance of change
management process.
No standardization/centralization
of change management process
and practice.
Poor change authorization and
tracking scheme.

It is characteristic of processes at
this level that some processes are
repeatable.

Standardize and centralize change
management process.

Project failure rate is still too high.
Changes are still very disruptive to
business operation.

Level 1

Ad
hoc
(disruptive)

None

No change management processes.
No specific or informal change
management process and practice
exist anywhere.
Change can be made with no control at all; there is no approval
mechanism, no track record and
no single party accountable for the
failure.

Chaotic
Reactive
Disruptive
Uncontrolled
Unstable
Constantly operate in a
firefighting mode.

Adopt formal change management
practice.

No awareness of the benefits of
adopting change management and
best practice.
Project failures are too often and
too costly.
No understanding of risk management, and do not have the
capacity to manage and minimize
disruption to IT and business due
to change and/or the failure of the
uncontrolled changes.
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● Increase customer/user satisfaction
● Customer retention
● Employee retention
● Increase market share and revenue
● Increase sales from existing customer
● Improve productivity
● And others
● CMMM investment
● Initial capital investment
● Total cost of ownership (TCO) over the life of the investment (solution)
A Case Study: AML Services

Inc.

AML (A Medical Laboratory Services Inc.) is one of the medical laboratory
service providers for a city with a population of one million, and AML is a
technology-driven company with 150 employees serving the city and surrounding municipalities. Although the barrier to entry is high—the field requires a lot
of startup investment for equipment and technologies (e.g., laboratory testing,
X ray, MRI, and information technologies), as well as highly skilled staff—
there is some competition in this segment of the health care industry.
Tom Cusack, the CIO of AML, decides to hire a consulting firm to help him
architect the right solution for AML. Potential discussion questions could be as
follows:
●
●
●
●

Should AML consider cloud computing part of the solution?
Is AML ready for cloud computing?
What does “done” look like?
How can the organization overcome these challenges of change?

ORGANIZATIONAL READINESS SELF-ASSESSMENT: (WHO,
WHEN, WHERE, AND HOW)
An organizational assessment is a process intending to seek a better understanding of the as-is (current) state of the organization. It also defines the
roadmap (strategies and tactics) required to fill the gap and to get the organization moving toward where it wants to go (future state) from its current state.
The process implies that the organization needs to complete the strategy
analysis process first and to formulate the future goals and objectives that
support the future direction of the business organization.
During an effective organization readiness assessment, it is desirable to
achieve the following:
●
●
●
●

Articulate and reinforce the reason for change.
Determine the as-is state.
Identify the gap (between future and current state).
Anticipate and assess barriers to change.
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● Establish action plan to remove barriers.
Involve the right people to enhance buy-in:
● It is critical to involve all the right people (stakeholders) across the
organization, and not just management and decision-makers, as participants in any organization assessment.
Asking the “right questions” is also essential. The assessment should provide
insight into your challenges and help determine some of these key questions:
● How big is the gap?
● Does your organization have the capacity to execute and implement
changes?
● How will your employees respond to the changes?
● Are all your employees in your organization ready to adopt changes that
help realize the vision?
● What are the critical barriers to success?
● Are you business partners ready to support the changes?
Are you ready? Table 5.1.2 shows a working assessment template.
TABLE 5.1.2. Working Assessment Template
Nontechnical

Agree

Don’t
Know

Disagree

Does your organization have a good common understanding of why business objectives have been met
or missed in the past?
Does your organization have a good common understanding of why projects have succeeded or failed
in the past?
Does your organization have a change champion?
Does your organization perceive change as unnecessary disruption to business?
Does your organization view changes as the management fad of the day?
Does your organization adopt an industry standard
change management best practice and methodology
approach?
Does your organization adopt and adapt learning
organization philosophy and practice?
How familiar is your organization with service provisioning with an external service provider?
Technical

jntuworldupdates.org

Specworld.in

Smartzworld.com

Smartworld.asia

Does your organization implement any industry
management standards?
●
●
●
●

ITIL
COBIT
ITSM
others

Does your organization have a well-established policy to classify and manage the full lifecycle of all
corporate data?
Can you tell which percentage of your applications is
CPU-intensive, and which percentage of your applications is data-intensive?

DISCUSSION
Gartner Research has just released the Hype Cycle report for 2009, which
evaluates the maturity of over 1500 technologies and 501 technology
trends.
The report suggests that the cloud computing is the latest growing trend in the
IT industry. According to Gartner Research, cloud computing is expected to
hit the peak of the “inflated expectations” in the next few years. It is expected
that cloud computing data security and integrity issues will be refined over time
as the technology matured. The pay-as-you-go business model will mature with
the technology over time; it will become more transparent and will behave more
like a true utility model, such that you can easily work with a service provider
without worrying about the security of the data. To summarize what we have
learned, one can entertain to leverage the formula developed by management
consultant David Gleicher:
Dissatisfaction 3 Vision of future possibilities 3 Achievable first stepÞ
cResistance to change
This means that any component that is equal to zero or near zero will make the
left-hand side of the equation equal to or approaching zero. In order to make
the change initiative successful, the product of the left-hand side equation must
be a lot greater than that of the right-hand side of the equation (pain or
resistancetochange).
Case Study: ENCANA CORP.
EnCana Corp, Canada’s biggest energy company, announced early Sunday
afternoon—on Mother’s Day—its plans to split into two discrete companies,
an oil company and a natural gas company, in an effort to wring out more
shareholder value with crude prices at record highs. This has all the DNA of the
company’s chairman, David O’Brien: In 2001, under O’Brien’s visionary
leadership, tremendous value was created when CP Limited was split up into
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five separate companies and one of them was PanCanadian Petroleum. The
challenge is to quickly establish a corporate culture that would bridge
the somewhat divergent cultures of its two predecessor companies [13, 14].
EnCana, a $65 billion energy producer formed in 2002 in a $27 billion
merger of PanCanadian Petroleum (which focused on oil) and Alberta Energy
Corporation (which focused on gas production), said the move should help
investors better gauge and appreciate the real value of the business of the
respective products and remove a so-called “holding company discount” it
suffers in the stockmarket.
It is expected that the proposed split of EnCana would be similar to the CP
Enterprise split in 2001; the reorganization of EnCana should have the same
impact on the two new companies being created. It should result in (a) better
market valuations because of greater transparency for shareholders and (b)
greater clarity when it comes to allocating capital for expenditures within each
entity.
2008 Highlights (As Published on Their Web Site): Financial (US$)
● Cash flow increased 13% per share to $12.48, or $9.4 billion.
● Operating earnings were up 9% per share to $5.86, or $4.4 billion.
● Net earnings were up 53% per share to $7.91, or $5.9 billion, primarily
due to an after-tax unrealized mark-to-market hedging gain of $1.8 billion
in 2008 compared to an after-tax loss of $811 million in 2007.
● Capital investment, excluding acquisitions and divestitures, was up 17%
to $7.1 billion.
● Generated $2.3 billion of free cash flow (as defined in Note 1 on page 10),
down $112 million from 2007.
● Operating cash flow nearly doubled to $421 million from the company’s
Foster Creek and Christina Lake upstream projects, whereas lower
refining margins and higher purchased product costs resulted in a $241
million loss in operating cash flow for the downstream business. As a
result, EnCana’s integrated oil business venture with ConocoPhillips
generated $180 million of operating cash flow.
In October 2008, EnCana announced that its plan to split into two
companies has been put on hold because of the current global financial crisis:
“The unprecedented uncertainty in the debt and credit markets has certainly
become more difficult and this kind of extraordinary time we’ve decided to
wait,” says Alan Boras, a spokesperson for EnCana.
“However, there is currently too much uncertainty in the global debt and
equity markets to proceed . . . at this time. We cannot predict when the
appropriate financial and market conditions will return, but EnCana will be
prepared to advance the proposed transaction when it determines that the
market conditions are appropriate,” Eresman said.
The discussion questions could be as follows:
1. How would cloud computing be a part of the solution to facilitate the
splitting of the company into two effectively and efficiently and with
minimal disruption to the business?
2. What would you advise EnCana executives to do at the 2008 worldwide
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financial market meltdown and the subsequent economic recession?
3. What would your advice be from a business and IT strategic alignment
perspective if you were brought in to advise EnCana IT executives?
4. What were the risks if EnCana went ahead with the split?
5. What were the risks if EnCana put the split onhold?
6. If EnCana is successful in its maneuver, could its peers and competitors
consider splitting their assets into distinct companies to create greater
shareholder value?
7. What IT migration strategy would you recommend EnCana to adopt in
order to achieve the highest flexibility and adaptability to changes?
8. Would you recommend that EnCana buy or build a duplicate IT
infrastructure for each distinct organization as the most efficient way to
align and support the business organization, both the new and the old?
9. Would you recommend cloud computing or utility computing as the
solution to EnCana’s business problem?
10. How would you assess the organizational readiness for EnCana?
11. Would it make any difference if IT can accommodate all the necessary
changes to facilitate the split up of the firm into two distinct entities onethird of the planned required time?

DATA SECURITY IN THE CLOUD

Taking information and making it secure, so that only yourself or certain
others can see it, is obviously not a new concept. However, it is one that we
have struggled with in both the real world and the digital world. In the real
world, even information under lock and key, is subject to theft and is certainly
open to accidental or malicious misuse. In the digital world, this analogy of
lock-and-key protection of information has persisted, most often in the form of
container-based encryption. But even our digital attempt at protecting information has proved less than robust, because of the limitations inherent in
protecting a container rather than in the content of that container. This
limitation has become more evident as we move into the era of cloud
computing: Information in a cloud environment has much more dynamism
and fluidity than information that is static on a desktop or in a network folder,
so we now need to start to think of a new way to protect information.
If we can start off our view of data security as more of a risk mitigation
exercise and build systems that will work with humans (i.e., human-centric),
then perhaps the software we design for securing data in the cloud will be
successful.
THE CURRENT STATE OF DATA SECURITY IN THE CLOUD
At the time of writing, cloud computing is at a tipping point: It has many
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arguing for its use because of the improved interoperability and cost savings it
offers. On the other side of the argument are those who are saying that cloud
computing cannot be used in any type of pervasive manner until we resolve the
security issues inherent when we allow a third party to control our information.
These security issues began life by focusing on the securing of access to the
datacenters that cloud-based information resides in.
As I write, the IT industry is beginning to wake up to the idea of contentcentric or information-centric protection, being an inherent part of a data
object. This new view of data security has not developed out of cloud computing,
but instead is a development out of the idea of the “de-perimerization” of
the enterprise. This idea was put forward by a group of Chief Information
Officers (CIOs) who formed an organization called the Jericho Forum .
HOMO SAPIENS AND DIGITAL INFORMATION
Cloud computing offers individuals and organizations a much more fluid and
open way of communicating information. This is a very positive move forward
in communication technology, because it provides a more accurate mimic of the
natural way that information is communicated between individuals and groups
of human beings. Human discourse, including the written word, is, by nature,
an open transaction: I have this snippet of information and I will tell you, verbally
or in written form, what that information is. If the information is sensitive, it may
be whispered, or, if written on paper, passed only to those allowed to read it.
The result is that human-to-human information communication will result in a
very fluid discourse. Cloud computing is a platform for creating the digital
equivalent of this fluid, human-to-human information flow, which is something
that internal computing networks have never quite achieved. In this respect,
cloud computing should be seen as a revolutionary move forward in the use of
technology to enhance human communications.
CLOUD COMPUTING AND DATA SECURITY RISK
Thecloudcomputingmodelopens up oldandnewdatasecurityrisks. Byitsvery
definition, Cloud computing is a development that is meant to allow more open
accessibility and easier and improved data sharing. A user uploading or
creating cloud-based data include those data that are stored and maintained
by a third-party cloud provider such as Google, Amazon, Microsoft, and so on.
This action has several risks associated with it: Firstly, it is necessary to protect
the data during upload into the data center to ensure that the data do not get
hijacked on the way into the database. Secondly, it is necessary to the stores
the data in the data center to ensure that they are encrypted at all times.
Thirdly, andperhaps lessobvious, theaccesstothosedataneedto be controlled;
this control should also be applied to the hosting company, including the
administrators of the data center.
A recent survey by Citrix which polled UK IT directors and managers
showed that two-thirds of UK companies were computing in the cloud. Of
those polled, one-third said they thought there were security risks and 22% said
they had concerns over the control of their data in the cloud .
The development of Web 2.0 technologies has created a new and more
dynamic method of communicating information; blogs, social networking sites,
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Web conferencing, wikis, podcasts and ultimately cloud computing itself offer
new and novel methods of getting information from a to b; unfortunately, this
can also often be via x, y, and z.
Compliance with data security directives and acts still needs to be met, no
matter what platform for communication is being used. The lack of security
and privacy within a cloud computing environment is hotly debated over
whether this problem is perceived or real. However, reports by IT industry
analysts suggest that this is a real problem and must be overcome to allow full
utilization of cloud computing. A recent report by IDC which surveyed 244
respondents identified security as the main challenge for cloud computing, with
74.6% of the vote stating this as a stumbling block to the uptake of the
technology . Reports by Gartner and Gigacom, specifically on cloud security,
also confirms this [9, 10].
We can thus conclude that the risk profile of an organization, or individual,
using the cloud to store, manage, distribute, and share its information has
several layers. Each layer can be seen as a separate, but tied, level of risk that
can be viewed independently, but these risks should be approached as a whole,
to make sure that areas constituting a “weakest link” do not end up built into
the system.
CLOUD COMPUTING AND IDENTITY
Digital identity holds the key to flexible data security within a cloud environment. This is a bold statement, but nonetheless appears to be the method of
choice by a number of industry leaders. However, as well as being a perceived
panacea for the ills of data security, it is also one of the most difficult
technological methods to get right. Identity, of all the components of information technology, is perhaps the most closest to the heart of the individual. After
all, our identity is our most personal possession and a digital identity represents
who we are and how we interact with others on-line.
The developments seen in the area of a cloud-based digital identity layer
have been focused on creating a “user-centric” identity mechanism. Usercentric identity, as opposed to enterprise-centric identity, is a laudable design
goal for something that is ultimately owned by the user. However, the Internet
tenet of “I am who I say I am” cannot support the security requirements of a
data protection methodology based on digital identity, therefore digital identity,
in the context of a security system backbone, must be a verified identity by
some trusted third party: It is worth noting that even if your identity is verified
by a trusted host, it can still be under an individual’s management and control.
Identity, Reputation, and Trust
One of the other less considered areas of digital identity is the link between the
identity and the reputation of the individual identity owner. Reputation is a
real-world commodity that is a basic requirement of human-to-human relationships: Our basic societal communication structure is built upon the idea of
reputation and trust. Reputation and its counter value, trust, is easily
transferable to a digital realm: eBay, for example, having partly built a
successful business model on the strength of a ratings system, builds up the
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reputation of its buyers and sellers through successful (or unsuccessful)
transactions. These types of reputation systems can be extremely useful when
used with a digital identity. They can be used to associate varying levels of trust
with that identity, which in turn can be used to define the level (granular
variations) of security policy applied to data resources that the individual
wishes to access.
Identity for Identity’s Sake
An aspect of identity that again is part of our real world and needs to be
mimicked in the digital world is that of “multiple identities,” because in the
cloud you may find that you need a different “identity” or set of identifiers to
access resources or perform different tasks.
Cloud Identity: User-Centric and Open-Identity Systems
As the use of the Internet and cloud computing increases, the risks associated
with identifying yourself, via this medium, have also increased. Identity fraud
and theft are a real threat to the uptake and acceptance of cloud computing;
and as already stated, a robust digital identity can be the backbone of data
security in the cloud.
Internet identities such as information cards were originally designed to
overcome the problem of “password fatigue,” which is an increasing problem
for users needing to remember multiple log-on credentials for Web site access.
Similarly, OpenID was developed for the purpose of an easier logon into
multiple Web sites, negating the need to remember username/logon credentials. Information cards differ from OpenID in a fundamental manner in that
information cards have an architecture built on the principle of “claims,”
claims being pieces of information that can be used to identify the card holder.
At this juncture it is worth pointing out that, although OpenID can use claims,
the architecture behind OpenID makes this use of claims less flexible—and,
more importantly, less dynamic in nature—than those offered by information
cards.
The Philosophy of User-Centric Identity
Digital identities are a still evolving mechanism for identifying an individual,
particularly within a cloud environment; and, as such, the philosophy behind
the idea is also still being formed. However, one area that is being recognized as
a basic component of an identity is that of identity ownership being placed upon
the individual (user-centric). Placing ownership with an individual then sets in
place a protocol around the use of the identity.
User-Centric but Manageable
In situations that require a degree of nonrepudiation and verification, where a
user is who they say they are—that is, situations that require a digital identity
to provide access control and security—user-centric identities can still be under
user control and thus user-centric (the user choosing which identity and which
identity claims to send across a transaction path) but must be issued and
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managed by a trusted host able to verify the user (for example, the users bank).
This may seem like a security paradox, but it is actually a balanced way of
using a digital identity to assign security policies and control while retaining a
high measure of privacy and user choice.
What Is an Information

Card?

Information cards permit a user to present to a Web site or other service
(relying party) one or more claims, in the form of a software token, which may
be used to uniquely identify that user. They can be used in place of user name/
passwords, digital certificates, and other identification systems, when user
identity needs to be established to control access to a Web site or other
resource, or to permit digital signing.
Information cards are part of an identity meta-system consisting of:
1. Identity providers (IdP), who provision and manage information cards,
with specific claims, to users.
2. Users who own and utilize the cards to gain access to Web sites and other
resources that support information cards.
3. An identity selector/service, which is a piece of software on the user’s
desktop or in the cloud that allows a user to select and manage their
cards.
4. Relying parties. These are the applications, services, and so on, that can
use an information card to authenticate a person and to then authorize an
action such as logging onto a Web site, accessing a document, signing
content, and so on.
Each information card is associated with a set of claims which can be used to
identify the user. These claims include identifiers such as name, email address,
post code, and so on. Almost any information may be used as a claim, if
supported by the identity provider/relying party; for example, a security
clearance level could be used as a claim, as well as a method of assigning a
security policy.
One of the most positive aspects of an information card is the user-centric
nature of the card. An information card IdP can be set up so that the end
users themselves can self-issue a card, based on the required claims that they
themselves input—the claims being validated if needed. Alternatively, the
claims can be programmatically input by the IdP via a Web service or similar,
allowing the end user to simply enter the information card site and download
the card.

Using Information Cards to Protect Data
Information cards are built around a set of open standards devised by a
consortium that includes Microsoft, IBM, Novell, and so on.
The original remit of the cards was to create a type of single sign on system
for the Internet, to help users to move away from the need to remember
multiple passwords. However, the information card system can be used in many
more ways. Because an information card is a type of digital identity, it can be
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used in the same way that other digital identities can be used. For example, an
information card can be used to digitally sign data and content and to control
access to data and content. One of the more sophisticated uses of an
information card is the advantage given to the cards by way of the claims
system. Claims are the building blocks of the card and are dynamic in that they
can be changed either manually or programmatically, and this
change occurs in real time: As soon as the change is made, it can be
reflected when the card is used, for example, by a subsequent
change in the access or content usage policy of the resource
requiring the information card. This feature can be used by
applications that rely on the claims within an information card to
perform
a task (such as control access to a cloud-based data
resource such as a document). A security policy could be applied to
a data resource that will be enacted when a specific information card
claim is presented to it: If this claim changes, the policy can
subsequently change.
For example, a policy could be applied to a Google Apps document
specifying that access is allowed for user A when they present their information
card with claim “security clearance level 5 3” and that post access, this user
will be able to view this document for 5 days and be allowed to edit it. The same
policy could also reflect a different security setting if the claim changes, say to a
security clearance level 5 1; in this instance the user could be disallowed access
or allowed access with very limited usage rights.
Weakness and Strengths of Information Cards
The dynamic nature of information cards is the strength of the system, but the
weakness of information cards lies in the authentication. The current information card identity provisioning services on offer include Microsoft Geneva,
Parity, Azigo, Higgins Project, Bandit, and Avoco Secure. Each offers varying
levels of card authentication and are chosen from Username and password,
Kerberos token, x509 digital certificate, and personal card. Each of these
methods has drawbacks.
Cross-Border Aspects of Information Cards
Cloud computing brings with it certain problems that are specific to a widely
distributed computing system. These problems stem from the cross-border
nature of cloud computing and the types of compliance issues arising out of
such a situation.
The use of information cards as a method of digitally identifying an
individual within the cloud (as well as on the desktop) will gain ground, as
its usage model extends with increased support for information cards, from
relying parties and as usability through the use of cloud-based selectors
becomes more mainstream.
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THE CLOUD, DIGITAL IDENTITY, AND DATA SECURITY
When we look at protecting data, irrespective of whether that protection is
achieved on a desktop, on a network drive, on a remote laptop, or in a cloud,
we need to remember certain things about data and human beings. Data are
most often information that needs to be used; it may be unfinished and require
to be passed through several hands for collaboration for completion, or it could
be a finished document needing to be sent onto many organizations and then
passed through multiple users to inform. It may also be part of an elaborate
workflow, across multiple document management systems, working on platforms that cross the desktop and cloud domain. Ultimately, that information
may end up in storage in a data center on a third-party server within the cloud,
but even then it is likely to be re-used from time to time. This means that the
idea of “static” data is not entirely true and it is much better (certainly in terms
of securing that data) to think of it as highly fluid, but intermittently static.
One of the other aspects of data security we need to assess before embarking
on creating a security model for data in the cloud is the levels of need; that is,
how secure do you want that data to be? The levels of security of any data
object should be thought of as concentric layers of increasingly pervasive
security, which I have broken down here into their component parts to show
the increasing granularity of this pervasiveness:
Level 1: Transmission of the file using encryption protocols
Level 2: Access control to the file itself, but without encryption of the content
Level 3: Access control (including encryption of the content of a data object)
Level 4: Access control (including encryption of the content of a data object)
also including rights management options (for example, no copying
content, no printing content, date restrictions, etc.)
Other options that can be included in securing data could also include
watermarking or red-acting of content, but these would come under level 4
above as additional options.
You can see from the increasing granularity laid out here that security,
especially within highly distributed environments like cloud computing, is not
an on/off scenario. This way of thinking about security is crucial to the
successful creation of cloud security models. Content level application of data
security gives you the opportunity to ensure that all four levels can be met by a
single architecture, instead of multiple models of operation which can cause
interoperability issues and, as previously mentioned, can add additional
elements of human error, leading to loss of security.
CONTENT LEVEL SECURITY—PROS AND CONS
Much of the substance of this chapter has described a new way of thinking
about securing data, so that data within a cloud can remain fluid, accessible on
multiple nodes and yet remain protected throughout its life cycle. The basis of
this new security model has been described as “content or information-centric.”
What this means in reality is that the content that makes up any given data
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object (for example, a Word document) is protected, as opposed to the file—
that is, the carrier of that information being protected. This subtle difference in
approach gives us a major advantage in terms of granularity and choice of
protection level, as well as persistence of protection. We will take a Word
document as our example here to outline the main pros and cons of this type of
security approach.
You can easily see the advantages that are conferred on data protected at the
content level: greater control, more focused access control, increased granular
protection over content, and assurance within a cloud-hosted system. But what,
if any, disadvantages come with this type of methodology?
Transfer of the data between application and database, or human-to-human
transfer, can protect the data as an encrypted package, decrypted when access is
granted. Content-centric security measures need to be compatible with both
database security and secure transfer of data within a cloud environment.
Protecting the content of our Word document needs to be done in such a
manner that it does not impact the storage of that data.
FUTURE RESEARCH DIRECTIONS
This chapter has spent some time discussing digital identity within a cloud
framework. The reason for this emphasis was to show the possibilities that can
be achieved, in terms of data security, when using digital identity as the
backbone for that security. Digital identity is an area that is, as I write,
undergoing some revolutionary changes in what an identity stands for and how
it can be leveraged. As a means of controlling access to information within a
cloud environment, the idea of using a person’s digital identity to do this, as
opposed to using authentication alone, or some sort of access control list setup,
opens up new opportunities, not only from a technological standpoint but also
from the viewpoint that ownership of information and privacy of that
information are often inherently linked to individuals and groups. And, as
such, how they access this information becomes much more natural when that
access is by means of truly and digitally identifying themselves.
Currently there are methods of creating more private identity transactions
which can hide or obfuscate an identity attribute (a social security number, for
example) such as zero-knowledge technology (sometimes called minimal
disclosure) or similar Privacy Enhancing Technologies (PETs) ; however, these
methods are still not used in a pervasive manner, and this may be because of
the need to build more user control into the technologies and to add greater
granularity into such systems.
Another area that warrants research is auditing of the access to and use of
information in the cloud. In particular, because of the cross-border nature of
cloud computing, there is likely to be a greater need for location-aware security
restrictions to be used. However, one area that does need further work is that of
locking data access to a geographic location. How that geographic location is
assessed is the salient area for research, because currently GPS systems are little
used and come with inherent technical difficulties such as the ability to receive
GPS coordinates when inside a building.
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LEGAL ISSUES IN CLOUD COMPUTING

“Even before the blades in the data center went down, I knew we had a
problem. That little warning voice in the back of my head had become an
ambulance siren screaming right into my ears. We had all our customers’
applications and data in there, everything from the trivial to the mission
critical. I mumbled one of those prayers that only God and IT types hear,
hoping our decisions on redundancy were the right ones. We had a disaster
recovery plan, but it had never really been battle-tested. Now we were in
trouble; and the viability of not just our enterprise, but also that of many of our
customers, hung in the balance. I can take the hits associated with my own
business, but when someone else’s business could sink... it’s different.
I looked over at Mike and Nihkil, our resident miracle workers. The color
had drained from both of their faces. ‘I’ve given you all she’s got, Captain,’
Nikhil said in his best Scotty from Star Trek voice. Looking over at Mike and
sinking even lower into my seat, I knew it was going to be a long and painful
day... .”
Definition of Cloud Computing
This chapter assumes that the reader is familiar with the manner in which cloud
computing is defined as set forth by the National Institute of Standards and
Technology , a federal agency of the United States Government.
In brief, cloud computing is a model for enabling convenient, on-demand
network access to a shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that can be rapidly
provisioned and released. This cloud model is composed of five essential
characteristics, three service models, and four deployment models.
Overview of Legal Issues
The legal issues that arise in cloud computing are wide ranging. Significant
issues regarding privacy of data and data security exist, specifically as they
relate to protecting personally identifiable information of individuals, but also
as they relate to protection of sensitive and potentially confidential business
information either directly accessible through or gleaned from the cloud
systems (e.g., identification of a company’s customer by evaluating traffic
across the network). Additionally, there are multiple contracting models under
which cloud services may be offered to customers (e.g., licensing, service
agreements, on-line agreements, etc. Finally, commercial and business
considerations require some attention. What happens to customer
information, applications, and data when a cloud provider is acquired? What
are the implications for that same set of informa- tion, applications, and data
when a cloud provider is files bankruptcy or ceases to do business? All of these
issues will be explored.
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Distinguishing Cloud Computing from Outsourcing and
Provision of Application Services
Cloud computing is different from traditional outsourcing and the application
service provider (ASP) model in the following ways:
● In general, outsourcers tend to take an entire business or IT process of a
customer organization and completely run the business for the benefit of
the customer.
● In the ASP model, the service provided is a software service. The software
application may have been used previously in-house by the customer, or it
may be a new value-added offering. The ASP offering is a precursor to
what is now called “software as a service.” The transaction is negotiated,
though typically it is not as complex and highly negotiated as a traditional
outsourcing arrangement.
● Cloud computing covers multiple service models (i.e, software, infrastructure, and platform as a service). As of this writing, access to cloud
computing services are (at least in the public cloud computing framework), for the most part, one-size-fits-all ‘click here to accept’ agreements,
not negotiated arrangements.

DATA PRIVACY AND SECURITY ISSUES
U.S. Data Breach Notification

Requirements

Generally speaking, data breach is a loss of unencrypted electronically stored
personal information. This information is usually some combination of name
and financial information (e.g., credit card number, Social Security Number).
Almost all 50 states in the United States now require notification of affected
persons (i.e., residents of the individual state), upon the occurrence of a data
breach. As of this writing, the European Union was considering data breach
legislation.
Federal Law Compliance
Gramm—Leach—Bliley Act: Financial Privacy Rule. The Gramm— Leach—
Bliley Act (GLB) requires, among other things, that financial institutions
implement procedures to ensure the confidentiality of personal information and
to protect against unauthorized access to the information. Various United
States government agencies are charged with enforcing GLB, and those agencies
have implemented and currently enforce standards .
The implications to the cloud provider that is providing services to financial
institutions are that the cloud provider will, to some degree, have to (1) comply
with the relevant portions of GLB by demonstrating how it prevents unauthorized access to information, (2) contractually agree to prevent unauthorized access, or (3) both of the above.
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The Role of the FTC: Safeguards Rule and Red Flags Rule. At the
United States federal level, the Federal Trade Commission (FTC) working
under the auspices of the FTC Act has been given authority to protect
consumers and their personal information. The Safeguards Rule mandated by
GLB and enforced by the FTC requires that all businesses significantly
involved in the provision of financial services and products have a written
security plan to protect customer information. The plan must include the
following elements :
● Designation of one or more employees to coordinate its information
security program;
● Identification and assessment of the risks to customer information in each
relevant area of the company’s operation, and evaluation of the effectiveness of the current safeguards for controlling these risks;
● Designing and implementing a safeguards program, and regularly monitoring and testing it;
● Selection of service providers that can maintain appropriate safeguards;
and
● Evaluation and adjustment of the program in light of relevant circumstances, including (a) changes in the firm’s business or operations or
(a) the results of security testing and monitoring.
In 2007, as part of the Fair and Accurate Credit Transaction Act of 2003
(FACT) , the FTC promulgated the Red Flag Rules1 (these rules were
scheduled to go into effect in November 2009, but have been delayed several
times). These rules are intended to curb identity theft by having financial
institutions identify potential “red flags” for activities conducted through the
organization’s systems that could lead to identity theft.
Health Insurance Portability and Accountability Act & HITECH Act. The
Health Information Technology for Economic and Clinical Health Act
(HITECH ACT) requires notification of a breach of unencrypted health
records (similar to that under state data breach notification requirements
previously discussed) for all covered entitites that are required to comply with
the Health insurance Portability and Accountability Act of 1996 (HIPAA) .
USA PATRIOT Act. Shortly after September 11, 2001, the United States
Congress passed the “Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism Act” (USA
PATRIOT Act) of 2001. Neither the cloud user nor its customer likely has
much recourse in such an instance.
International Data Privacy Compliance
European Union Data Privacy Directive. In 1995, the European Union
(EU) passed the “European Union Directive on the Protection of Individuals
with Regard to the Processing of Personal Data and the Movement of Such
Data Privacy Directive”(Directive)
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Article 17 of the Directive requires that a data controller (i.e., the person or
organization who determines the purposes and means of processing of the
personal data) “implement appropriate technical and organizational controls to
protect personal data against accidental or unlawful destruction or acci- dental
loss, alteration, unauthorized disclosure or access... .” Article 17 also mandates
that there be a written contract between a data controller and a data processor
(i.e., anyone who processes data for the controller) that requires, among other
things, that the data processor act only on instructions from the data controller.
Since a cloud provider will likely be a data processor, Article 17 is particularly
important. The language of the cloud provider’s contract is also particularly
important if the cloud provider resides in the EU.
If a cloud provider wishes to conduct business in the EU, place data in its
possession in the EU, or otherwise access the personal information of those in
the EU, there are compliance obligations under the Directive that must be
studied and followed. The cloud user must ask questions regarding geographic
placement of data, compliance methods, and so on, and get satisfactory
answers prior to placing its personal data (whether through software, platform,
or infrastructure as a service) into a cloud that might include data center
operations in an EU member country.
A Sampling of Other Jurisdictions: Canada and Australia. Many countries have data protection or data privacy regimes in place, but the coverage
and effect of such regimes is varied. For example, Argentina’s regime is similar
to the EU approach. Brazil, like many countries, has a constitutional right to
privacy.
Canada’s Personal Information Protection and Electronic Documents Act
(PIPEDA). PIPEDA is intended to “support and promote electronic commerce
by protecting personal information that is collected, used, or disclosed in
certain circumstances.. .” . Canada, unlike the EU with its state-to-state
approach, has taken an organization-to-organization approach to privacy. In
essence, organizations are held accountable for the protection of personal
information it transfers to third parties, whether such parties are inside or
outside of Canada.
Australia Privacy Act. Australia’s Privacy Act is based on (a) 11 “Information Privacy Principles” that apply to the public sector and (b) 10
“National Privacy Principles” that apply to the private sector. Australian
entities may send personal data abroad, so long as (1) the entity believes the
recipient will uphold the principles, it has consent from the data subject, or (3)
the transfer is necessary to comply with contractual obligations.
The Office of the Privacy Commissioner expects that Australian organizations will ensure that cloud providers that collect and handle personal
information comply with National Privacy Principles 4 and 9. They require
that an organization (1) take steps to ensure that the personal information it
holds is accurate, up-to-date, and secure and (2) protect personal information
that it transfers outside Australia.
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CLOUD CONTRACTING MODELS
Licensing Agreements Versus Services

Agreements

Summary of Terms of a License Agreement. A traditional software license
agreement is used when a licensor is providing a copy of software to a licensee for
its use (which is usually non-exclusive). This copy is not being sold or transferred
to the licensee, but a physical copy is being conveyed to the licensee. The software
license is important because it sets forth the terms under which the software may
be used by the licensee. The license protects the licensor against the inadvertent
transfer of ownership of the software to the person or company that holds the
copy. It also provides a mechanism for the licensor of the software to (among
other things) retrieve the copy it provided to the licensee in the event that the
licensee (a) stops complying with the terms of the license agreement or (b) stops
paying the fee the licensee charges for the license.
Summary of Terms of a Service Agreement. A service agreement, on the
other hand, is not designed to protect against the perils of providing a copy of
software to a user. It is primarily designed to provide the terms under which a
service can be accessed or used by a customer. The service agreement may also set
forth quality parameters around which the service will be provided to the users.
Value of Using a Service Agreement in Cloud Arrangements. In each of
the three permutations of cloud computing (SaaS, PaaS, and IaaS), the access
to the cloud-based technology is provided as a service to the cloud user. The
control and access points are provided by the cloud provider.
On-Line Agreements Versus Standard Contracts
There are two contracting models under which a cloud provider will grant
access to its services. The first, the on-line agreement, is a click wrap agreement
with which a cloud user will be presented before initially accessing the service. A
click wrap is the agreement the user enters into when he/she checks an “I Agree”
box, or something similar at the initiation of the service relationship. The
agreement is not subject to negotiation and is generally thought to be a contract
of adhesion (i.e., a contract that heavily restricts one party while leaving the
other relatively free).
The Importance of Privacy Policies Terms and Conditions
The privacy policy of a cloud provider is an important contractual document
for the cloud user to read and understand. Why? In its privacy policy the cloud
provider will discuss, in some detail, what it is doing (or not doing, as the case
may be) to protect and secure the personal information of a cloud user and its
customers.
The cloud provider should be explicit in its privacy policy and fully describe
what privacy security, safety mechanisms, and safety features it is implementing. As further incentive for the cloud provider to employ a “do what we say we
do” approach to the privacy policy, the privacy policy is usually where the FTC
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begins its review of a company’s privacy practices as part of its enforcement
actions. If the FTC discovers anomalies between a provider’s practices and its
policies, then sanctions and consent decrees may follow.
Risk Allocation and Limitations of Liability. Simply stated, the limitation
of liability in an agreement sets forth the maximum amount the parties will
agree to pay one another should there be a reason to bring some sort of legal
claim under the agreement. The cloud user will pay a fee premium for shifting
the liability and contractual risk to the cloud provider. The cloud provider’s
challenge, as it sees the risk and liability profile shift requiring it to assume
heightened provider obligations, will be to appropriately mitigate contract risk
using technological or other types of solutions where possible. Examples of
mitigation could include implementation of robust and demonstrable information security programs, implementing standards or best practices, developing
next generation security protocols, and enhancing employee training.

JURISDICTIONAL ISSUES RAISED BY VIRTUALIZATION AND DATA
LOCATION
Jurisdiction is defined as a court’s authority to judge acts committed in a certain
territory. The geographical location of the data in a cloud computing
environment will have a significant impact on the legal requirements for
protection and handling of the data. This section highlights those issues.
Virtualization and Multi-tenancy
Virtualization. Computer virtualization in its simplest form is where one
physical server simulates being several separate servers. For example, in an
enterprisesetting, insteadofhavingasingleserverdedicatedtopayrollsystems,
another one dedicated to sales support systems, and still a third dedicated to
asset management systems, virtualization allows one server to handle all of
these functions. A single server can simulate being all three. Each one of these
simulated servers is called a virtual machine.
Virtualization across a single or multiple data centers makes it difficult for
the cloud user or the cloud provider to know what information is housed on
various machines at any given time. The emphasis in the virtualized environment is on maximizing usage of available resources no matter where they reside.
Multi-tenancy. Multi-tenancy refers to the ability of a cloud provider to
deliver software as-a-service solutions to multiple client organizations (or
tenants) from a single, shared instance of the software. The cloud user’s
information is virtually, not physically, separated from other users. The major
benefit of this model is cost-effectiveness for the cloud provider. Some risks or
issues with the model for the cloud user include (a) the potential for one user to
be able to access data belonging to another user and (b) difficulty to back up
and restore data .
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The Issues Associated with the Flexibility of Data-Location
One of the benefits of cloud computing from the cloud provider’s perspective is
the ability of the cloud provider to move data among its available data center
resources as necessary to maximize the efficiencies of it overall system. From a
technology perspective, this ability to move data is a reasonably good solution
to the problem of under utilized machines.
Data Protection. In fact, in the cloud environment it is possible that the same
data may be stored in multiple locations at the same time. For example, real
time-transaction data may be in one geographic location while the backup or
disaster recovery systems may be elsewhere. It is also likely that the agreement
governing the services says nothing about data location. There are exceptions,
however. In fact, a few cloud providers (of which Amazon.com is one) are
allowing cloud customers of certain service offerings to choose whether their
data are kept in a U.S. or European data center .
Examples of the issues raised by data location are highlighted by Robert
Gellman of the World Privacy Forum:
The European Union’s Data Protection Directive offers an example of the
importance of location on legal rights and obligations. Under Article 4 . . . [O]nce
EU law applies to the personal data, the data remains subject to the law, and the
export of that data will thereafter be subject to EU rules limiting transfers to a third
country. Once an EU Member State’s data protection law attaches to personal
information, thereisnoclearway to removetheapplicabilityofthelawto thedata .

Other Jurisdiction Issues
Confidentiality and Government Access to Data. Each jurisdiction (and
perhaps states or provinces within a jurisdiction) has its own regime to protect
the confidentiality of information. In the cloud environment, given the
potential movement of data among multiple jurisdictions, the data housed in
a jurisdiction is subject to the laws of that jurisdiction, even if its owner resides
elsewhere. Given the inconsistency of confidentiality protection in various
jurisdictions, a cloud user may find that its sensitive data are not entitled to the
protection with which the cloud user may be familiar, or that to which it
contractually agreed.
Subcontracting. A cloud provider’s use of a third-party subcontractor to
carry out its business may also create jurisdictional issues. The existence or
nature of a subcontracting relationship is most likely invisible to the cloud user.
International Conflicts of Laws
The body of law known as “conflict of laws” acknowledges that the laws of
different countries may operate in opposition to each other, even as those laws
relate to the same subject matter. In such an event, it is necessary to decide
which country’s law will be applied.
In a cloud environment, the conflicts of laws issues make the cloud provider’s
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decisions regarding cross-geography virtualization and multi-tenancy, the cloud
user’s lack of information regarding data location, and the potential issues with
geographically diverse subcontractors highly relevant.

COMMERCIAL AND BUSINESS CONSIDERATIONS—A CLOUD USER’S
VIEWPOINT
As potential cloud users assess whether to utilize cloud computing, there
are several commercial and business considerations that may influence the
decision-making. Many of the considerations presented below may manifest in
the contractual arrangements between the cloud provider and cloud user.
Minimizing Risk
Maintaining Data Integrity. Data integrity ensures that data at rest are not
subject to corruption. Multi-tenancy is a core technological approach to
creating efficiencies in the cloud, but the technology, if implemented or
maintained improperly, can put a cloud user’s data at risk of corruption,
contamination, or unauthorized access. A cloud user should expect contractual
provisions obligating a cloud provider to protect its data, and the user
ultimately may be entitled to some sort of contract remedy if data integrity is
not maintained.
Accessibility and Availability of Data/SLAs. The service-level agreement
(SLA) is the cloud provider’s contractually agreed-to level of performance for
certain aspects of the services. The SLA, specifically as it relates to availability
of services and data, should be high (i.e., better than 99.7%), with minimal
scheduled downtime (scheduled downtime is outside the SLA). Regardless of
the contract terms, the cloud user should get a clear understanding of the cloud
provider’s performance record regarding accessibility and availability of
services and data. A cloud provider’s long-term viability will be connected to
its ability to provide its customers with almost continual access to their services
and data. The SLAs, along with remedies for failure to meet them (e.g., credits
against fees), are typically in the agreement between the cloud provider and
cloud user.
Disaster Recovery. For the cloud user that has outsourced the processing of
its data to a cloud provider, a relevant question is, What is the cloud provider’s
disaster recovery plan? What happens when the unanticipated, catastrophic
eventaffectsthedatacenter(s) wherethecloudservicesarebeingprovided? Itis
important for both parties to have an understanding of the cloud provider’s
disasterrecovery plan.
Viability of the Cloud Provider
In light of the wide diversity of companies offering cloud services, from early
stage and startup companies to global, publicly traded companies, the cloud
provider’s ability to survive as business is an important consideration for the
cloud user. A potential cloud user should seek to get some understanding about
the viability of the cloud provider, particularly early-stage cloud providers.
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Why is this important? A cloud user will make an investment in (1)
integrating the cloud services into its business processes and (2) migrating the
data from its environment into the cloud environment.
Does Escrow Help?. Software escrow is the provision of a copy of the source
code by the owner or licensor of the source code to a neutral third party (an
escrow agent) for safekeeping for the benefit of a licensee or user of the code
(the user is a beneficiary). The escrow agent releases the software to the
beneficiary upon the occurrence of certain predefined events—for example,
bankruptcy of the owner. So, at least for SaaS cloud users, escrow is an option.
But escrow is not available to the cloud user unless expressly offered by the
cloud provider in its agreement.
What is a cloud user to do? Assuming that the cloud user has some flexibility
to negotiate contract terms, the reasoned approach is for the cloud user to get
contractual assurances that in the event of cessation of business, or some lesser
event (e.g., bankruptcy), it will at least have access to its data and information
without penalty or without being subject to the bankruptcy laws of a
jurisdiction as a prerequisite. If the contract does not provide such a right, a
user must determine whether to simply run the risk regarding the provider’s
viability. Equally as important, the cloud user should consider having a
business continuity plan that contemplates a cloud provider no longer being
able to provide a service.

Protecting a Cloud User’s Access to Its Data
Though the ability for the cloud user to have continual access to the cloud
service is a top consideration, a close second, at least from a business continuity
standpoint, is keeping access to its data. This section introduces three scenarios
that a cloud user should contemplate when placing its data into the cloud.
There are no clear answers in any scenario. The most conservative or riskaverse cloud user may consider having a plan to keep a copy of its cloud-stored
dataset in a location not affiliated with the cloud provider.
Scenario 1: Cloud Provider Files for Bankruptcy. In a bankruptcy
proceeding, data are treated as a non-intellectual asset and under Section 363
of the U.S. Bankruptcy Code, and it is subject to disposition in a manner
similar to other non-intellectual assets. Data may be consumer-type data, or it
may be the business-level transaction data of the bankrupt cloud provider’s
business customers.
The cloud user is probably equally concerned about keeping its data
(regardless of type) private and out of third-party hands without its consent.
The cloud user’s options are closely tied to the language of the privacy policy of
the cloud provider. That language, along with an analysis by a “consumer
privacy ombudsman,” if one is appointed, will likely determine the fate of
personally identifiable information. The ombudsman uses a multi-factor
assessment that includes a review of (a) the potential gains or losses to
consumers if the sale was approved and (b) potential mitigating alternatives. 6
Any transfer is likely to be under privacy terms similar to those of the cloud
provider. There is no equivalent analysis undertaken by the ombudsman for
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business-level transaction data. Business data are likely to be handled at the will
of the bankruptcy court. The good news is that a cloud user probably will not
lose access to its data. However, a third-party suitor to the bankrupt cloud
provider may gain access to such data in the process.
Scenario 2: Cloud Provider Merges or Is Acquired. Any number of
situations could lead to the transfer of the cloud provider’s operation and
the information associated with it, to a third party. The most likely scenarios
include the merger or acquisition of the business, or the sale of a business unit
or service line. Since a cloud user is unlikely to be notified prior to the closing of
a transaction, once again the privacy policy is the best place to look to
determine what would happen to user data in such an event. The click wrap
agreement will clarify the termination options available to the cloud user
should it be dissatisfied with the new ownership.
Scenario 3: Cloud Provider Ceases to Do Business. As a best case, if
there is an orderly shutdown of a cloud provider as part of its cessation

activities, the cloud user may have the ability to retrieve its data as
part of the shut-down activities. In the event that a cloud provider
simply walks away and shuts down the business, cloud users are most
likely left with only legal remedies, filing suit, for example, to attempt
to get access to its data.

SPECIAL TOPICS
The Cloud Open-Source Movement
In Spring 2009 a group of companies, both technology companies and users of
technology, released the Open Cloud Manifesto [25]. The manifesto’s basic
premise is that cloud computing should be as open like other IT technologies.
The manifesto sets forth five challenges that it suggests must be overcome
before the value of cloud computing can be maximized in the marketplace.
These challenges are (1) security, (2) data and applications interoperability,
(2) data and applications portability, (4) governance and management, and
(5) metering and monitoring. The manifesto suggests that open standards and
transparency are methods to overcome these challenges. It then suggests that
openness will benefit business by providing (a) an easier experience transitioning to a new provider, (b) the ability for organizations to work together,
(b) speed and ease of integration, and (d) a more available, cloud-savvy talent
pool from which to hire.
Litigation Issues/e-Discovery
From a U.S. law perspective, a significant effort must be made during the
course of litigation to produce electronically stored information (ESI). This
production of ESI is called “e-discovery.” The overall e-discovery process has
three basic components: (1) information management, where a company
decides where and how its information is processed and retained, (2) identifying, preserving, collecting, and processing ESI once litigation has been
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threatened or started, and (3) review, processing, analysis, and production of
the ESI for opposing counsel [26]. The Federal Rules of Civil Procedure require
a party to produce information within its “possession, custody, or control.”
Courts will likely recognize that the ESI may not be within a cloud user’s
possession, but courts will suggest, and maybe assume, that ESI is within its
control.

ACHIEVING PRODUCTION READINESS FOR
CLOUD SERVICES

The latest paradigm that has emerged is that of cloud computing where new
evolution of operating model enables IT services to be delivered through nextgeneration data-center infrastructures consisting of compute, storage, applications and databases, built over virtualization technology .
Cloud service providers who are planning to build infrastructure to support
cloud services should first justify their plans through a strategic and business
planning process. Designing, building, implementing, and commissioning an
underlying technology infrastructure to offer cloud services to a target market
segment is merely a transformation process that the service provider must
undertake to prepare for supporting the processes, management tools, technology architectures, and foundation to deliver and support their cloud services.
These foundation elements will be used to produce the cloud service that will
be ready for consumption.
SERVICE MANAGEMENT
The term service management has been defined in many ways by analysts and
business practitioners.
The Stationery Office defines service management as follows:
Service management is more than just a set of capabilities. It is also a professional
practice supported by an extensive body of knowledge, experience, and skill.

Van Bon et al. and van der Veen describe service management as:
The capacity of an organization to deliver services to customers.

Based on analysis and research of service management definitions, we define
service management as a set of specialized organizational capabilities for
providing value to customers in the form of services. The practice of service
management have expanded over time, from traditional value-added service
such as banks, hotels, and airlines into IT provider model that intends to adopt
service-oriented approach in managing and delivering IT services.
This delivery model of IT services to the masses, where assets, resources, and
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capabilities are pooled together, is what we would term a form of cloud service.
The lure of cloud services is its ubiquity, pervasiveness, elasticity, and flexibility
of paying only for what you use.

PRODUCER—CONSUMER RELATIONSHIP
As we contemplate on the new paradigm of delivering services, we can reflect
upon the closely knit underlying concept of the classical producer—consumer
relationship in the design, implementation, and production of the service as
well as in the consumption of the service. The producer—consumer relationship
diagram is shown in Figure 5.4.1.
The producer, also known as cloud service provider, refers to the party who
strategizes, designs, invests, implements, transitions, and operates the underlying infrastructure that supplies the assets and resources to be delivered as a
cloud service. The objective of the producer is to provide value-add as a cloud
service, which will deliver value to their customers by facilitating outcomes
customers want to achieve.
The consumer does not want to be accountable for all associated costs and
risks, real or nominal, actual or perceived, such as
Producer/
Service Provider
Indirect

Broker/
Agent

Direct

Wholesaler/
Distributor

Consumer

Retailer/
Dealer

FIGURE 5.4.1. The producer—consumer relationship diagram.

designing the technology architectures, management tools, processes, and all
the resources to manage, deliver, and support the service.
The law of demand and supply will provide an efficient ecosystem in which
the consumer with specific needs will be able to locate and find available service
providers in the market that meet the required service demands and at the right
price.
Business Mindset
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From a producer’s perspective, it is critical to understand what would be the
right and desired outcome. Rather than focusing on the production of services,
it is important to view from the customer’s perspective. In order for producers
to provide the desired cloud services, some of the questions that the service
provider should address are:
● Nature of business (What is the core business?)
● Target consumer segments (Who are the customers?)
● Cloud service value (What does the consumer desire? How is the service
valuable to consumer?)
● The service usage and charge-back (How does the consumer use the
services? What are the charges?)
Direct Versus Indirect Distribution
As shown in Figure 5.4.1, the arrow lines depict the cloud services that can be
offered by the cloud service provider through two different distribution
channels: direct or indirect. Channel selection is often a choice and like any
other business decisions is highly dependent on the service providers 0 strategy,
targeted consumers of the service (internal or external), and the outlook of the
relative profitability of the two distribution channel. Typically, direct channel is
more appropriate than indirect channel in the context of a private cloud service
and where quality assurance matters.
Quality of Service and Value Composition
One characteristic of services in general is the intangibility of the service.
Perception plays a heavier role in assessments of quality in this case than it does
with manufactured products. Figure 5.4.2 shows a diagram of perception of
quality. Value perception is typically derived from two components: expected
quality and experienced quality. Expected quality refers to level of service that

Expected
Quality

Quality of Service/
Perceived Quality

• Market Recommendation
• Customer Needs
• Value of Service

Experienced
Quality

Value of
Service

Functional
Quality: What?
(Utility)

Service
Quality: How?
(Warranty)

FIGURE 5.4.2. Perception of quality.
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the customer expects when engaging with a service provider (e.g., market
communication, customer needs, etc.), whereas, experienced quality refers
value of service based on customer’s experience.
The value of a service consists of two primary elements : utility (fitness for
purpose) and warranty (fitness for use).
● Utility (fitness for purpose), or functional quality attribute, is perceived by
customers from the attributes of the service with positive effect on
performance of tasks associated with desired outcomes.
● Warranty (fitness for use), or service quality attribute, is derived from the
positive effect of being available when needed, in sufficient capacity and
magnitude, and dependable in terms of continuity and security.

Charging Model
In the 1990s, value pricing was the key phrase in pricing decisions. It was used
widely by many service industries: airlines, supermarkets, car rentals, and other
consumer services industry. It started with Taco Bell offering a value menu with
several entries, such as tacos, for very low prices. With their successes, other
fast-food chains picked up on the concept and started offering their valuepriced menu entries. The early 1990s recession caused industries to pick up on
the value pricing concept, whose utilization was spread across many service
industries. However, we would be careful to distinguish between (a) value
pricing and (b) pricing to value. Pricing to value relies on value estimates of the
dollar customers associates with the service. When coupled with an estimate of
the variable and the fixed costs of producing and delivering a service, this
determines ranges of possible price points that can be charged. Deciding on the
charging model and pricing strategy is a key business strategy that should not
be neglected.
There are several charging models as describe in Gartner report by Plummer
et al. , however the below two charging model are the preferred model by the
Cloud service provider:
● Utility Model. Pay-per-use model where consumer is charged on the
quantity of cloud services usage and utilization. This model is similar to
traditional electricity charges. Forexample, aconsumer uses secured storage
to support its private work documentation. The consumer is charged $0.50
for every 10 gigabytes of storage that is used. This model provides a lower
startup cost option for a customer in translating TCO to actual utilization.
● Subscription Model. Here the consumer is charged based on time-based
cloud services usage. For example, the consumer is charged a yearly fee for
a dedicated storage of 10 gigabytes to host the company Web site. This
model provides predictable cost outlay and provides a steady stream of
revenue for the services provider.
CLOUD SERVICE LIFE CYCLE
The input to the production of a cloud services are all the resources and assets
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that will compose the cloud service (i.e., in the form of hardware, software, man
power required from developer to the management level and cost). The
outcome of the cloud services production is an acceptable and marketable
cloud service, which will provide a measurable value to the business objectives
and outcomes. The sets of inputs are transformed to derive the outcome by
using the cloud service life cycle. The cloud service life cycle consists of five
phases as shown in Figure 5.4.3 and Table 5.4.1 summarizes each of the phase
in cloud service life-cycle.
At the core of the cloud service life cycle is service strategy, which is the
fundamental phase in defining the service principles. The main core of the cloud
Service
Strategy
Service
Design
Service
Transition
Service
Operation
Continuous Service
Improvement

FIGURE 5.4.3. Cloud service lifecycle.
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TABLE 5.4.1. Cloud Service Life Cycle
Service Phase

Service Strategy

Service Design

Service Transition

Service Operation

Continuous Service
Improvement

Description

Defines the business
strategies, policies,
objectives

Design of the cloud
services, processes,
and capabilities

Develop the cloud
services for the transition of services to
production

Production of cloud
services and service
operational support

Maintain and Improve
value of cloud service
to consumer

Objectives

Determines the business decision

Design the new/
improved
cloud
service to meet business requirements

Development, deploy- Ensure the cloud
ment and validation to service
value
to
ensure that the cloud consumer
service has correct
capabilities

Continuously maintain and improve the
value of cloud service
to meet business
needs

Outcome

Business requirements and cloud
service descriptions

Cloud service blueprint or Service
Design
Package
(SDP)

Production of the
cloud servicesthat is
ready to golive

Cloud services
improvement

Monitoring
cloud
feedback

report,
service
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service life cycle is the key principle that all services must provide measurable
value to business objectives and outcomes, which is reinforced in ITIL service
management as its primary focus [2, 3].
The cloud service life-cycle approach mimics reality of most organizations
where effective management requires uses of multiple control perspectives.
Service Strategy
Service strategy is the core of the service life cycle. It signifies the birth of the
service. This is the phase where the business defines the strategies, policies, and
objectives and establishes an understanding of the constraints, requirements,
and business values. Figure 5.4.4 illustrates the inputs and outcomes of the
service strategy phase.
The service strategy phase involves a business decision to determine if the
cloud service provider has sufficient resources to develop this type of service

Business Requirements/
Customers

Objectives

Service
Strategy

Resources and
Constrains
Policies
Strategies

FIGURE 5.4.4. Service strategy.

and also to determine if production of a cloud service has a business value. The
service strategy is comprised of the following key concepts:
●
●
●
●
●
●
●
●
●

Value creation
Service provider types
Defining the service market
Demand management
Financial management
Return of investment
Service assets, assessment, and portfolios
Service capabilities and resources
Service structures and developing service offerings

The outcome of the service strategy phase is service strategy documentation,
which includes the following components:
● Business requirements—target consumer market and stakeholders
● Risks involved
● Resources required (man-power and budget)
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● Functional service requirements
● Service descriptions
● New/improved service timeline
Service Design
The second phase in the cloud service life cycle is service design. The main purpose
of the service design stage of the life cycle is the design of new or improved service
for introduction into the live environment. Figure 5.4.5 shows the input and the
outcome of the service design phase. In this phase, the service requirements and
specification are translated into a detailed cloud service design including the
detailed desired outcome. The main objectives of service design are:
●
●
●
●
●

Aspects of service design
Service catalogue management
Service requirements
Service design models
Capacity, availability, and service-level management

The key concepts of service design revolve around the five design aspects, the
design of services, service processes and service capabilities to meet business
demand. The five key aspects of service design are:
● The design of the services, including all of the functional requirements,
resources, and capabilities needed and agreed.

Service Strategy

SDPs

Service
Design

Standards
Architectures
Solution
Designs

FIGURE 5.4.5. Service design.

● The design of service management systems and tools, for the control and
management of sustainable services through the life cycle.
● The design of the technology architectures, hardware and software,
required to form the underlying technical aspects to provide the services.
● The design of the policies and processes needed to design, transition,
operate, and improve the services, the architectures and the processes.
● The design of key measurement methods, performance metrics for the
service, cloud service architectures, and their constituent components and
the processes.
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The key output of the service design phase is a blueprint of the service
solution, architectures, and standards. This output is what ITIL would term the
service design package (SDP) . The SDP defines the following with respect to
the service:
●
●
●
●
●
●
●
●

Service-level requirements
Service design and topology
Service and operational management requirements
Organizational readiness assessment plan
Service program
Service transition plan
Service operational acceptance plan
Service acceptance criteria

Service Transition
The service transition phase intends to implement and deploy what has been
designed and planned. As shown in Figure 5.4.6, the service transition phase
takes knowledge formulated out of the service design phase, and uses it to plan
for the validation, release and deployment of the service to production. Key
disciplines in service transition are:
● Service development or service change is service built according to service
design package (SDP).
● Service release and deployment ensures the correct release in live
environment.
● Service validation and test ensures that the service has validated correct
capabilities and functionalities.
● Service knowledge management is to share information within the organization to avoid rediscovering of cloud service capabilities.
Service transition provides a consistent and rigorous framework for evaluating the service capability and risk profile before a new or a changed service is
released or deployed. The key output of the service transition is production of
the services that is ready to go live, which includes:
● Approved service release package and associated deployment packages.
● Updated service package or bundle that defines end-to-end service(s)
offered to customers.
● Updated service portfolio and service catalogue.
● Updated contract portfolio.
● Documentation for a transferred service.
Service Operation
Service operation is the stage in the cloud service life cycle to provide the
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production of the cloud service and the service operational support. Service
operation spans the execution and business performance of processes to
continually strike the balance between cost optimization and quality of services.
It is responsible for effective functioning of components that support services.

Service Design

Service
Transition

SKMS
Transition
Plans

Tested
Solutions

FIGURE 5.4.6. Service transition.

Effective service operation relies on the ability to know the status of the
infrastructure and to detect any deviation from normal or expected operation.
This is provided by good monitoring and control systems, which are based on
two types oftools:
● Active monitoring tools that poll key configuration items (CIs) to determine their status and availability. Any exceptions will generate an alert
that needs to be communicated to the appropriate tool or team for action.
● Passive monitoring tools that detect and correlate operational alerts or
communications generated by CIs.
Continuous Service Improvement
As business demand increases, customer requirement changes, market landscape fluctuates, and the service needs to adapt to these changing conditions to
improvise and compete. Buyya et al. mentioned that: “Quality of service
requirements cannot be static and need to be dynamically updated over time due to
continuing changes in business operations.” The continuous service improvement
phase is to ensure that the service remains appealing to meet the business needs.
This is achieved by continuously maintaining and improving the value of
service to consumers through better design, transition, and operation.

PRODUCTION READINESS
An authorization to commence service transition is considered one of the key
outputs from service design to initiate the transitioning activities. In the cloud
service life-cycle point of view, production readiness refers to the successful
conclusion of the service transition phase and the production of the required
outputs from service transition to service operation. Reaching the state where a
service is ready to be transitioned into service operation is what we term
production readiness.
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ASSESSING PRODUCTION READINESS
The underlying IT infrastructure supporting the cloud service is similar to the
ecosystem of compute resources, data, and software applications, which need to
be managed, measured, and monitored continuously to ensure that it is functioning asexpected. The healthy functioning of this ecosystem is what we would refer
to as operational health of the service. Operational health is determined by the
execution of this ecosystem in delivery of the services and is dependent on the
ability to prevent incidents and problems, achieve availability targets and servicelevel objectives, and minimize any impact to the value of the service.
Several key criteria that the cloud service provider needs to assess before the
service is ready for production is what we term assessing production readiness.
The main objective in assessing production readiness is to achieve a successful
transition from development of cloud service into the service operational phase.
The secondary objective is to ensure that the cloud service is healthy functioning. The readiness of a service for operation is to ensure that the following key
assessments are in place.
● Service Facilities Readiness. Facilities to build and sustain a cloud service
have been established.
● Service Infrastructure Readiness. Hardware components (servers, storages,
and network components) have been delivered and meet the requirements.
● Service Technology Readiness. Software components and other necessary
components have been installed and deployed on the infrastructure.
● Monitoring Readiness. Track the conditions, events, and anomalities on
the cloud infrastructure.
● Service Measurement Readiness. Evaluate the service utilization and
validate that the charge-back amount is accurate.
● Service Documentation. Define service procedure, manual, and instruction
to ensure that the service is well-defined, structured, maintained, and
supported.
● Communication Readiness. Identify all activities related tocommunication
issues related to service operation.
● Service Operational Readiness. Ready to support operations and maintenance of the services.
● Key Performance Indicators (KPI). Effective metric of measurement for
the service has been developed.
● Acceptance Testing. The service is considered to be ready for production
when it has passed an adequate level of measurement set in KPI metrics.
The nature of each production readiness assessment is described in more
detail below.
Service Facilities Readiness
At the core of all components required to build and sustain a cloud service is a
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data-center facility. Facilities refer to the physical real-estate housing infrastructure that is required to host cloud infrastructure for the cloud service.
Cloud services boast advantages of elasticity and capabilities to allow consumers to increase or decrease their resource consumption; therefore, it can be
implied that there will be a need for constructing excess capacity in terms of the
IT infrastructure. This translates to more requirements for hosting space to
accommodate more assets, requirement for better facility (i.e., more cooling
capacity, power consumption, floor loading).
The facility to host cloud infrastructure plays an important role in cloud
service design. Some of the considerations that a cloud service provider should
take into account are:
● Physically Secured Environment. The cloud infrastructure facility should
be reasonably secured and protected. For example, facility space has
adequate access controls to permit entry for authorized personnel only.
● Free or Mitigated from Natural Disaster. Design of the facility should
include mitigation features against common natural disasters known to
the area.
● Cooling and Power Availability. The facility design should be at the right
size to maintain adequate level of redundancy and availability to meet
required service levels for the cloud service.
● Network Connectivity Bandwidth. Cloud services are likely to be delivered
to consumers over the network, therefore bandwidth availability and
capacity play an important role.
Assessing production readiness in terms of service facilities readiness means:
Facilities to build and sustain a cloud service have been established.

Service Infrastructure Readiness
Service infrastructure readiness is to ensure that all the hardware components
have been delivered and meet the requirements of the service design. Hardware
components refer to the physical IT assets of the cloud infrastructure, which will
fulfill the compute and storage resources. Hardware components include
compute servers, disk storages, network devices, and appliances that are
collectively used in the makeup of the technology architecture and configured as
the cloud infrastructure. The challenges and considerations for hardware are:
● Compute Servers. The following factors influence the decision of compute
server selection:
● Proprietary hardware components and ease of replacement. Because
compute resources should be easily provisioned from a collective group
of server hardware, proprietary hardware components and ease of
replacement or acquisition of the servers should be high in order to
easily acquire and grow.
● Hardware reliability is less of a concern, depending on the ability of the
software architecture to automatically re-deploy compute resources
whenever there is a fault.
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● Platform or operating systems compatibility. Compute servers should
be able to operate on a hypervisor or abstraction layer that can support
most of the common platforms or operating systems without compatibility issues.
● Disks Storages. The following factors influence the decision of disk
storage selection:
● Virtualization layer that can encapsulate the underlying disk storage
arrays. With the design of this layer, it would enable provisioning of
lower-cost storage arrays to accommodate storage capacity demands.
● Proprietary hardware components and ease of replacement. Similar to
compute resources, hard disks should be easily provisioned from a
collective group of storage pool. Hence, storage architecture should be
open and replacement of additional storage should be easily acquired
without incurring exorbitant marginal costs.
● Hardware reliability is less of a concern, depending on the level of data
protection in the design.
● Networking Infrastructure. Selection and choice of networking devices will
be dependent on the topology, architecture design, data flow, and
anticipated usage patterns.
The major risks or challenges involved in hardware components is the risk of
the hardware failure beyond the tolerance of the acceptable service levels. The
design of the cloud service architecture and infrastructure as well as the service
strategy is crucial to ensure right-sized infrastructure. To offer a higher-end
service level and to prevent the risks of unplanned outages or service-level
breaches, some cloud service providers adopts “fail-over” functionality, where
it will replace the faulty compute servers or disks storages with the available
servers/disks that has similar configuration.
Assessing production readinessin terms of service infrastructure readiness means:
Hardware components have been delivered and are right-sized.
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Service Technology Readiness
As cloud services are predominantly IT services, the underlying infrastructure are often delivered within
the governance of a set of software logic. While the hardware components provide the resources
available to the customer, the software components control, manage, and allow the actual usage of these
resources by the consumers.
In terms of software components, the challenges faced by the cloud service providers are:
● Data Corruption. Cloud services which host consumers’ data are usually burdened with the
responsibility of ensuring the integrity and availability of these data, depending on the subscribed
service level.
● Logical Security. In terms of information security, an appropriate control of logical security should
be adopted by the producer to ensure adequate confidentiality (i.e., data and transactions are open
only to those who are authorized to view or access them).
● Data Interoperability. Producer should follow the interoperability stan- dards in order for the
consumers to be able to combine any of the cloud services into their solutions.
● Software Vulnerability and Breaches. There are occasions when the public community discovers
vulnerabilities of specific software, middleware, Web services, or other network services
components in the software compo- nents. The producer should ensure that a proper strategy and
processes are in place to address such vulnerabilities and fixed to prevent breaches.
Assessing production readiness in term of Service technology readiness means:
Software components have been installed, configured, and deployed.

Monitoring Readiness
Monitoring readiness refers to having the ability and functions to monitor and track the conditions,
events, and anomalities on the cloud infrastructure during the consumption of the cloud services. In the
context of service operation, the measurement and control of services is based on a continual cycle of
monitor- ing, reporting, and subsequently remedial action. While monitoring capability takes place
during service operation, it is fundamental to predefine the strategic basis requiring this capability,
designing it, and testing this capability to ensure its functional fulfillment. The monitoring readiness
should at least include the following features:
● Status tracking on key configuration items (CIs) and key operational activities.
● Detect anomality in the service operations and notify the key personnel in charge.
● Ensure that performance and utilization of key service components are within specified operating
condition.
● Ensure compliance with the service provider’s policies.
Assessing production readiness in terms of monitoring readiness means:
Capability totrackthe conditionsandanomalities onthe Cloudinfrastructure.
Service Measurement Readiness
The purpose of the service measurement readiness criteria is to evaluate the service utilization and validate
that the service charge-back amount to the consumer is accurate. It becomes necessary for the service
provider to monitor, measure, and report on component levels to the point that is granular enough that
provides a meaningful view of the service as the consumer experiences the value of service.
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Assessing production readiness in terms of service measurement readiness
means:
Evaluate the service usage and validate that the charge-back amount is
accurate.
Service Documentation
Established service portfolio, service catalogue, design blueprints, service-level agreements, operational
level agreements, process manuals, technical proce- dures, work instructions, and other service
documentation are necessary to ensure that the service is well-defined, structured, and able to be
maintained and supported. When the service undergoes some changes, the service doc- umentation
needs to be updated.
Assessing production readiness in terms of Service documentation means:
Service documentation (e.g., procedure, manual) are well-defined and
maintained.

Communication Readiness
The purpose of communication readiness is to identify all the activities related to communication issues
related to the service operation (e.g., identify medium, format, key personnel to be notified for customer
support or during critical message). Communication readiness criteria include customer support scenarios, frequently asked questions (FAQs), help-desk personnel, and key personnel when there are
abnormalities in the service operations.
Assessing production readiness in terms of communication readiness means:
Identify all the activities related to communication issues related to service
operation.

Service Operational Readiness
Being production ready also requires a certain level of maturity in operational processes. Operational
processes include the technology and management tools implementation to ensure the smooth running of
the cloud infrastructure. These operational processes are broadly categorized into the following:
● Event management is a process that monitors all events occurring through the IT infrastructure to
allow for normal operation, as well as to detect and escalate exception conditions.
● Incident management is a process that focuses on restoring, as quickly as possible, the service to
normal operating conditions in the event of an exception, in order to minimize business impact.
● Problem management is a process that drives root-cause analysis to determine and resolve the
cause of events and incidents (reactive), and activities to determine patterns based on service
behavior to prevent future events or incidents (proactive).
● Request fulfillment is a process that involves the management of customer or user requests that are
not generated as an incident from an unexpected service delay or disruption.
● Security Management is a process to allow authorized users to use the service while restricting
access to nonauthorized users (access control).
● Provisioning management is a process that allows the cloud service provider to configure and
maintain the infrastructure remotely. Advantages include ease of use, speed in provisioning, and
ease of maintenance of the cloud infrastructure.
Assessing production readiness in terms of service operational readiness
means:
Ready to support the operations and maintenance of the services.
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(KPIs)

KPIs should be set and defined as part of the service design to develop an effective metric of
measurement for the service. An effectiveness service metric can be achieved by focusing on a few vital,
meaningful indicators that are economical and useful for measuring results of the service performance.
Some of the examples of KPIs that can be established are:
● Metrics measuring performance of the service against the strategic business and IT plans
● Metrics on risks and compliance against regulatory, security, and corpo- rate governance
requirements for the service
● Metrics measuring financial contributions of the service to the business
● Metrics monitoring the key IT processes supporting the service
● Service-level reporting
● Metrics measuring customer satisfaction
Assessing production readiness in terms of key performance indicators
means:
Effective metric of measurement for the service has been developed.

Acceptance Testing
The last criteria before a cloud service is ready for production is an adequate level of measurement set in
the KPI metrics. There are several tests that should be planned and carried out:
● Load Testing. Simulating expected and stretched loads for stress testing
● User Testing. Simulating user activities, including provisioning, transac- tional, and other usage
patterns.
● Fault Tolerance Testing. Fault tolerance testing is to stress test the service architecture in the event
of an unexpected fault.
● Recovery Testing. Testing of recovery procedures in the event of failure to determine the accuracy
of recovery procedures and the effects of failure on the consumers.
● Network Testing. Assessment of network readiness and latency require- ments to determine if the
cloud infrastructure is capable of allowing the maximum number of concurrent consumers (under
planned maximum load).
● Charging and Billing Testing. Validate charging, billing and invoicing for the use of a cloud
services.
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